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PRIVACY STATEMENT


for the purpose of

processing personal data RELATED to Health

by THE European Union Rule of Law Mission in Kosovo
	1. INTRODUCTION

	the protection of your privacy including your personal data is of great importance to the European Union and to CSDP European Union Rule of Law Mission in Kosovo (hereafter Eulex Kosovo). When processing personal data we reflect the provisions of the charter on Fundamental Rights of the European Union, and in particular IT’S Article 8. This privacy statement describes how the Eulex Kosovo processes your personal data for the purpose it has been collected and what rights you have as a data subject. 
Your personal data is processed in accordance with the principles and provisions laid down in the pertinent legislation on data protection, including the Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, and repealing regulation (EC) no 45/2001 and decision no 1247/2002/EC as of 11 December 2018, aligned with the provisions of the general data protection regulation (EU) 2016/679 and in accordance with the CivOpsCdr instruction 12-2018 and with the Eulex Kosovo Standard Operating Procedure(SOP) on the protection of personal data .

The Mission aims at implementing data protection fully in line with the standards set out in the new legal framework using flexible privacy friendly tools with appropriate safeguards. All data of a personal nature - namely data that can identify you directly or indirectly - will be handled fairly and lawfully with the necessary care.
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	2. PURPOSE OF THE PROCESSING OPERATION

	At EU-level, EU institutions and bodies collect and process health data of staff and sometimes members of their family for several purposes, such as pre-recruitment medical examination, annual medical visits, sick leave management, to provide advice where medical support is needed and when requested and upon receipt of requests to work part time to care for a seriously ill or disabled family member.
The purpose of the present processing operation is to ensure continuity of health care of the patients. For health professionals, good medical records are vital to:

· Ensuring compliance with Mission Duty of Care obligations ;
· Providing a window of explanation on the clinical judgment being exercised at the time;
· Defense of a complaint or clinical negligence claim;
· Contributing to a process ensuring adherence of both contracted and seconded Staff Members rights and obligations, such as entitlements; 

· Making all the difference to the outcome 
Medical data recording is one of the basic clinical tools. Electronic Health Record (EHR) is important for data processing, communication, efficiency and effectiveness of patients' information access, confidentiality, ethical and/or legal issues. Clinical record promote and support communication among service providers and hence upscale quality of healthcare. Qualities of records are reflections of the quality of care patients offered.

Managing the wealth of available healthcare data allows health systems to create holistic views of patients, personalize treatments, improve communication, and enhance health outcomes.

	3. DATA PROCESSED

	The data, including personal data, which may be processed for that purpose are the following:

Health data refers to personal information (also called personal data) that relates to the health status of a person. This includes both medical data (doctor referrals and prescriptions, medical examination reports, laboratory tests, radiographs, etc.), but also administrative and financial information about health (the scheduling of medical appointments, invoices for healthcare services and medical certificates for sick leave management, etc.). Health data is considered sensitive data and is subject to particularly strict rules and can only be processed by health professionals who are bound by the obligation of medical secrecy.

1. Data, including personal data, processed maybe communicated in the following documents:

· Medical check in form

· Fit for work Health certificate

· Vaccination book

· Medicine prescriptions

· Referral form for visits to specialist

· Certifying sick leave medical documents

· Approved sick leave request

· Laboratory results

· Medical reports from external/internal Doctors

2. Data collected may include: 

· Name, Surname, ID Number, Gender, Nationality, Date of birthday, Organization, Contact telephone, Address, Date of arrival, Component, Position, Insurance reference number (Cigna), insurance starting and ending dates, Mission ID number, Business and personal phone details, e-mail address. 
· Height, Weight, Blood type, Vaccinations, Allergies, Medical history (chronic diseases, operations etc.), Medication, Use of tobacco, Use of alcohol

· Previous medical visits, Previous nursing care, Previous admission, Family medical history

· Diagnosis, History of present illness, Technical examination results, Physical examination results, Medical procedures, Recommendation, Previously used medicaments, Sick leave reports, Laboratory reports, Referral forms, Medicine prescription.

· Medical opinions (reports from general practitioner, medical specialist, medical expertise, hospitalization reports, medical advisor, psychologist, test results such as Covid-19 related ones) related to sick leave and fitness to work

· Sick leave certificates

· Individual medical files regarding medical advise

· Vaccination certificate

· Pregnancy confirmation certificates
· Supporting documents for certain kind of leaves may include personal data of other persons than mission members such as certificate stating the heath condition of the close relative
· Other background information, as appropriate and when provided by the data subject. 


	4. CONTROLLER OF THE PROCESSING OPERATION

	The Controller determining the purpose and the means of the processing operation is the Mission (EULEX Kosovo). The service, i.e. the Mission section responsible for managing the personal data processing operation is the EULEX Kosovo Medical Unit directed by the EULEX Kosovo Medical Advisor under the supervision of the Head of Mission or the Deputy acting on his/her behalf.



	5. RECIPIENTS OF THE DATA

	The recipients of the medical data may be the following, on a strict "need-to-know policy"  basis:

· EULEX Kosovo Head of Mission,

· EULEX Kosovo Medical Advisor 

· EULEX Kosovo Medical Unit personnel,
· Secondary and tertiary care health care Institutions(Emergency cases),
· CIGNA or other designated insurance company providing health care for the Mission staff(limited access defined by the contract),
· EULEX Kosovo Head of Human Resources Division (and when applicable the acting Head of Human Resources), two national mission members both holding a job title Human Resources Management Officer or equivalent and only in regard with local mission members’ sick leave certificates but only administrative information and not medical data,
· A Staff Members Line Manager relating to sick leave certificates for that Units Mission Members only but limited to   administrative information and not medical data, 

· Relevant EULEX Kosovo and/or EU officers involved in/with disciplinary proceedings, in a case of a need and in a specific single case, but limited to administrative information and not medical data.  

A Line Manager, Mission Member from Human Resources Division as well as relevant EULEX Kosovo and/or EU officers involved in/with disciplinary proceedings, will receive only administrative information, such as dates for sick leave, but not medical data.  
Your health care provider may share your information face-to-face, over the phone, or in writing. A health care provider or health plan may share relevant information if: 
(a) You give your provider or plan permission consent orally or in writing to share the information. 
(b) You are present and do not object to sharing the information,

(c) You are not present and have consented but the provider determines based on professional judgment that it’s in your best interest.

The given information will not be communicated to third parties, except where necessary for the purposes outlines above. Personal data is not intended to be transferred to a third country except for the purposes outlined above, and not without consent from data subject (mission member) except in case of vital interest of the data subject.


	6. PROVISION, ACCESS AND RECTIFICATION OF THE DATA

	You have the right to access your personal data and the right to correct any inaccurate or incomplete personal data, as well as to request the removal of your personal data, if collected unlawfully, which will be implemented within 1 month after your request will have been deemed legitimate. If you have any enquiries concerning the processing of your personal data, you may address them to the functional mailbox: MDPA@eulex-kosovo.eu


	7. LEGAL BASIS for the processing operation 

	Legal basis in addition to the abovementioned data protection legislation:
· Council Joint Action 2008/124/CFSP, dated 04 February 2008 together with subsequent Council Joint Actions and Decisions amending and extending Joint Action 2008/124/CFSP, the latest being Council Decision (CFSP) 2021/904

· Revised Operational Plan (EEAS(2021/540 dated 18/05/2021)

· Civilian  Operations Commander Instruction 12/2018 on the SOP on Personal Data Protection

· EULEX SOP on Personal Data Processing (2019/EULEX/0002-01)

· EULEX Medical Unit SOP FOR Check in procedure
· Deontological Guidelines (European Council of Medical Orders, June 2013)
Personal data is processed for executing the Mission mandate. 



	8. TIME LIMIT FOR STORING DATA

	Personal data is kept for a maximum period of 30 years after the Staff Members end of Mission
Security of data: 

Appropriate organisational and technical security measures will be ensured according to the relevant data protection rules and procedures

· to prevent any unauthorised person from gaining access to computer systems; any unauthorised reading, copying, alteration or removal of storage media; any unauthorised memory inputs; any unauthorised disclosure, alteration or erasure of stored personal data; unauthorised persons from using data-processing systems by means of data transmission facilities;

· to ensure that authorised users of a data-processing system can access no personal data other than those to which their access right refers; the possibility to check logs; and that personal data being processed on behalf of third parties can be processed only on instruction of the controller; furthermore that, during communication or transport of personal data, the data cannot be read, copied or erased without authorisation;

· to record which personal data have been communicated, at what times and to whom.

Outline of Security Measures 

Electronic Files: The collected personal data are stored on the servers that abide by the pertinent security rules. Personal data will be processed by assigned staff members. Files will have authorised access. Measures are provided to prevent non-responsible entities from accessing data. General access to all collected personal data and all related information is only possible to the recipients with a UserID / Password.
Physical Files: When not in use, physical copies of the collected personal data will be stored in a properly secured and locked storage container.


	9. DATA PROTECTION CONTACT: MISSION DATA PROTECTION ADVISOR

	In case you have questions related to the protection of your personal data, you can also contact the Mission Data Protection Advisor (MDPA) –Legal Advisor  at the functional mailbox of the mission:  MDPA@eulex-kosovo.eu
 

	10. RECOURSE

	You have at any time the right of recourse that you may send to the Head of the Mission within the EULEX Kosovo, with the MDPA (Legal Advisor) in copy.
 


